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Final Policy 

 

1. PURPOSE 

This policy establishes the guidelines for organizing and administering Information 

Security within the National Science Foundation (NSF) Office of Polar Programs (OPP), 

United States Antarctic Program (USAP). 

2. BACKGROUND 

An Information Security organization is required to implement federal information 

technology regulations regarding security of information and information resources. 
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3. GUIDING PRINCIPLES 
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The Information Security organization will respond to USAP science and 

operations needs, striking the balance between security and operational necessity. 

Administration of information security policies, processes, and procedures will 

consider the effects of security requirements on the entire USAP enterprise. 

Every security requirement will be tied to an operational need, a federal 

regulation, or an industry standard practice. 

4. POLICY 

OPP will organize an Information Security function to establish policies, processes, 

standards, and procedures for information security within the USAP. This function will 

interpret federal regulations and apply their requirements to USAP information resources; 

administer programs and execute projects to meet information security objectives; and 

perform liaison functions between USAP participants and the NSF for matters regarding 

information security. 

4.1 Information Security Policies 

Information security policies are statements made by NSF OPP to establish overall policy 

on information access and safeguards. These statements include directives to create an 

information security program, establish its goals, and assign responsibilities. The term 

policy is also used to refer to the specific security rules for particular systems. 

Additionally, policy is defined as the documentation of information security decisions. 

The USAP uses three basic types of policies: 

Program policy is used to create an organization's information security program. 

Issue-specific policies address specific issues of concern to the organization. 

System-specific policies focus on decisions taken by management to protect a 

particular system. 

4.2 Information Security Procedures, Standards and Guidelines 

Procedures, standards, and guidelines are used to describe how policies will be 

implemented within the USAP. They offer users, managers, and others a clearer approach 

to implementing policy and meeting organizational goals. Standards and guidelines 

specify technologies and methodologies to be used to secure systems. Procedures are yet 

more detailed steps to be followed to accomplish particular security related tasks. 

Standards, guidelines, and procedures may be promulgated throughout an organization 

via handbooks, regulations, or manuals. NIST Special Publication (SP) 800-12, An 

Introduction to Computer Security: The NIST Handbook, provides more detailed 

information on the development of procedures, standards and guidelines. 

4.3 Information Security Organization 

OPP will establish a functional organization to manage and administer all information 

security activities within the USAP. The USAP Information Security Manager (ISM) 

leads this organization. The organization will be staffed with appropriate management 
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and technical personnel to address information security issues related to USAP science 
and operations activities. 

4.4 Information Security Manager (ISM) 

The ISM creates, updates, administers, and implements policies and procedures 

governing the information security practices of all USAP participants and USAP 

information resources. The ISM serves as liaison with the NSF Information Security 

Officer (ISO), and the ISOs of other government agencies participating in the USAP. 

The ISM establishes projects and programs within the USAP to achieve the information 

security objectives identified by the federal government, the NSF CIO and the OPP 

Technology Manager. The ISM helps USAP participants comply with USAP 

information security policies, processes, standards and procedures. Under the guidelines 

presented in NIST SP 800-37, NSF OPP reserves the right to staff the ISM position from 

one of the USAP participant organizations. 

4.4 Information Security Staff 

The ISM will organize, train and equip an information security staff to address 

management and technical issues related to the security of USAP information resources, 

and to remain cognizant of current threats and vulnerabilities identified within the 

information technology industry. The staff may include government and contractor 

personnel. 

4.5 Information Security Advisory Group 

The USAP ISM will convene Information Security Advisory Groups as needed to address 

specific information security issues that have enterprise-wide consequences. The advisors 

shall include representatives from NSF OPP, the USAP Prime Contractor, other USAP 

participant organizations, and members of the user groups affected by the issue of 

interest. The Advisory Group will be chartered to review policies and procedures and 

make recommendations for their improvement and implementation to the USAP 

Executive Management Board and to the USAP ISM. Final management authority for the 

USAP Information Security program resides with the Director, OPP. 

4.6 Information Security Administration 

The USAP Information Security organization will administer all programs and projects 

designed to implement or maintain information security requirements. Administrative 

activities include, but are not limited to, the following: 

 

 

Develop security polices, processes, standards and procedures. 

Determine roles and responsibilities for information security within the USAP. 

Develop and implement information security plans for applications, systems, and 

operating locations as required by federal regulations and NSF directives. 

Evaluate USAP infrastructure compliance with information security policies, 

processes, standards and procedures. 

Establish processes and procedures for access to sensitive systems and 

information. 
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Establish processes and procedures to minimize the likelihood of disruptions, to 
recover from disasters, and to respond to security incidents. 

Develop programs to increase awareness among USAP participants of 

information security issues and responsibilities. 

Develop the information security architecture and apply appropriate standards to 

secure USAP information resources. 

4.7 Information Security Violations 

Violation of any provision of USAP information security policies may result in one or 

more of the following actions: 

 

 

Limitation of an individual’s access to some or all USAP systems. 

Disciplinary actions, in accordance with NSF policy and the policies of the 

sponsoring organization. 

Requirement of the violator to provide restitution for any improper use of 

information/service. 

Initiation of legal action by the NSF including, but not limited to, criminal or civil 

prosecution under appropriate federal laws. 

4.8 Information Security Policy Process 

The USAP ISM will establish a process for the development of information security 

policies. This process will include provisions for the review of existing and proposed 

policies by USAP participants, and will allow sufficient time for participants to submit 

comments for consideration about the policies under review. 

5. APPLICABILITY AND COMPLIANCE 

This policy applies to all information resources, systems, and technology and to all users 

of these resources, systems and technology within the USAP operating environment or 

connected to the USAP information infrastructure. Compliance with this policy is as 

indicated in USAP Information Resource Management Directive 5000.01, The USAP 

Information Security Program. 

6. RESPONSIBILITIES 

In addition to the responsibilities identified in USAP Information Resource Management 

Directive 5000.01, The USAP Information Security Program, the following officials have 

specific responsibilities related to Information Security and Organization. 

6.1 NSF Director of Polar Programs 

The NSF Director of Polar Programs designates the USAP ISM and directs all USAP 

participants to support the Information Security program. 

6.2 USAP Information Security Manager (ISM) 

The ISM leads the Information Security organization and administers the Information 

Security program. The ISM ensures that the capabilities of the organization are 
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appropriate for operational needs, and ensures all organizational activities are included in 
project plans and budgets as appropriate. 

6.3 USAP Participant Organizations 

Each USAP participant organization will designate an Information Security 

representative who will coordinate the organization’s information security activities with 

the USAP ISM to minimize duplication of effort, properly manage the balance between 

operations and security, and to serve in the USAP Information Security Advisory Group. 

7. IMPLEMENTING INFORMATION SECURITY ORGANIZATION AND 

ADMINISTRATION 

7.1 Implementation 

The ISM directs the implementation of this policy, and coordinates all USAP information 

security activities with appropriate NSF elements, including the NSF Chief Information 

Officer (CIO), NSF ISO and the NSF Inspector General. 

7.2 Support from USAP Prime Contractor 

The USAP Prime Contractor establishes the Information Security organization to support 

the ISM, and assigns appropriate staff to execute its functions. 

7.3 USAP Participant Organizations 

Each USAP participant organization implements information security policies, processes, 

standards and procedures in coordination with the ISM 

7.4 USAP Information Security Advisory Group 

The ISM establishes the Information Security Advisory Group, which meets periodically 

to consider information security issues and make recommendations to OPP and the USAP 

Executive Management Board. 

8. AUTHORITY 

Publication of this policy is in conformance with the authority of the National Science 

Foundation Act of 1950, as amended and extended, the Federal Information Security 

Management Act of 2002 and NSF Manual 7, The NSF Information Security Handbook. 
 

 

Dr. Kelly Falkner 
Director 
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All 6/9/2011 1.0 Matthew Rogers 
Verified alignment with NIST Special 
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